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Personal Data Protection Policy

Preamble

Personal Data Protection Policy (hereinafterreferredto as "the Policy") defines howEuropean School
Ltd (hereinafter referred to as "the School") collects, processes and uses personal data. The policy sets
the standards that must be in accordance with the acting Georgian legislation and international law.

The purpose of the policy is to protect the school community's personal data from unlawful and
unauthorized use, and also to ensure reduction the risk of accidental loss and damage of personal data.

School management is responsible for presenting this policy to the school community, taking into
account the views expressed by the school community, and ensure that appropriate work meetings are
held for school staff.

The data protection policy covers all personal data processed by the school, and access by any person
to any personal data held by the school or on a personal device. All school staff and contractors are
required to comply with this policy. Failure to comply with the policy requirements will result in
imposing of obligation by the school management.




1.Scope

This policy applies to the processing of personal data of school staff, students, parents of pupils and
other individuals associated with the European School using automated, semi-automatic or non-
automatic means

2. Definition of terms

The terms used in this policy shall have the following meanings:

a) Datasubject -anynatural personaboutwhom personal datais processedataEuropeanschool;

b) Personal data - any information relating to an identified or identifiable natural person; A natural
person is identifiable when it is possible to identify him/her directly or indirectly, in particular by an
identification number or by a physical, physiological, psychological, economic, cultural or social
characteristic of the person;

c)special categories of personal data—datarelated to a person’sracial or ethnic background, political
beliefs, religious or philosophical beliefs, professional affiliation, health status, sexlife, convictions,
administrative detention, the imposition of a preventive measure on a person, plea bargaining,
diversion, recognition as avictim of crime or recognition as a victim, as well as biometric and genetic
data that give possibility identify the natural person via above mentioned features;

d) dataprocessing —any operation performed on data by automatic, semi-automatic or non-automatic
means, such as collection, recording, photo imaging, audio recording, video recording, organisation,
storage, alteration, restoration, request, use or disclosure by transmitting, disseminating or making
the data otherwise available, alignment or combination, blocking , deletion, or destruction;

e) semi-automatic data processing - data processing by means of information technologies and non-
automatic means;

f)yconsent—avoluntary consent on personal data processing for specific purposes expressed by a data
subject orally, through telecommunication or other relevant means after receiving respective
information, which allows to clearly establish the will of the data subject;

g) written consent of the data subject — a voluntary consent on personal data processing for specific
purposes expressed by a data subject after receiving the respective information, whichis signed or
otherwise expressed by the data subject either in writing or in any other equivalent form;
h)dataprocessor -aEuropean schoolthatdefinesthe purposes and means of personal data processing
and processes data through an authorized person;

i)authorized person -employee of European School Ltd, who processes personal data on behalf of
European School;




J)third party —any natural orlegal person, apublic agency, exceptfor a data subject, Office of State
Inspector, data processor and authorized person;

k) Statelnspector-anofficial stipulated by the Lawof Georgiaon State Inspectorate Service, which
is responsible for overseeing the implementation of legislation regulating the data protection;

|) data depersonalisation —such modification of data that makes itimpossible to connect the data to a
data subject or the establishment of such connection requires disproportionately great efforts,
expenses, and time;

m) direct marketing — offering goods, services, employment or temporary jobs by mail, telephone
calls, e-mail, or other means of telecommunication.

3. Principles of personal data processing

The following principles should be followed when processing personal data:

1. Firstprinciple: The processing of personal datamust befair, legal and transparent;

The school should determine each processing process, determine the purpose of the
processing, the types of processed personal data, the legal basis for the processing, and
the evaluation of the data processing on the fundamental rights and freedoms of the data
subjects.

The legal basis for the processing of personal data may be derived from:

- The data subject has expressed his or her consent to the processing of personal data for one
or more specific purposes on the basis of expression of free will;

- Theprocessingof personaldataisnecessarytoconclude (and/or perform)acontractwith
adata subjectand/ortodiscuss his/her statement, e.g. Monitoring staff performance, to
provide annual assessments, conclude contract with staff or school students;

- Data processing is necessary for the school to fulfil its legal obligation;

- The processing of personal data (other than a contract) is necessary to protect the vital
interests of data subject (life or health), for example to carry out the emergency medical
care;

- The processing of personal data is necessary for the performance of societal and / or public
interestorfunctionandit is carried outaccordingtothe law; (Forexample, the order of
the Minister of Education, Science, Culture and Sport of Georgia stipulates informing the
Center for Educational Quality Enhancement and enrolment of the student in the
education management information system);




- The processing of personal datais necessary for the legitimate interests of the school, as
there is no interest in the data subject, which takes precedence over the legitimate
interests of the school.

- Special category data processing is permitted only with the written consent of the data
subject or in the following cases:

a) processing of the data relating to conviction and state of health is necessary, given the
nature of labour obligations and relations, including for making a decision on the
employment;

b) dataprocessingisnecessarytoprotectthevitalinterests ofadatasubjectorathird party
and the data subjectis physically or legally incapable of giving his/her consent to the
processing of data;

¢) thedatais processed by a European school for the protection of the health ofthe natural
personand,ifthisisnecessaryforthe managementoroperation ofthe health care system;
d) adata subjecthas made public his/her data without the explicit prohibition of their use;
E) The datais processed for the purpose of realizing the right of education of persons with
special educational needs.

Guideline

The authorized person shall explain to the data subject in a precise and comprehensible manner the
legal basis for the processing of personal data, its purpose and shall provide him/her with complete
information on data processing. Consent means a free will on his/her data processing for specific
purposesexpressed by adatasubjectorally, throughtelecommunication or otherrelevantmeans after
receiving respective information,

The authorized person processing the personal data must prove that the data subject agrees to the
processing of his/her personal data. Also, the data subject must be informed that he / she has the right
torefuse consent and is entitled to revoke previously issued data processing consent at any time.

This policy isaccompanied by the consent forms of students (Appendix 1) and European School Staff
(Appendix 2) for the processing of personal data.

Minors enjoy the exclusive right to protection of personal data, as they may not be aware of the risks,
consequences, safeguards and rights associated with the processing of personal data. Personal data of
minors should only be processed withthe consent ofthe parentor otherlegal representative.

The processing of personal data must be transparent to the data subject. Any information and
communications related to the processing of personal data shall be easily accessible and understandable
to the data subject and also conveyed in clear and simple language. The data subject should be provided




with information about the purpose of personal data processing and also, information about data
processingrules, risks, safeguardsandrights. Incaseifthe datasubjectgives personaldatatothe
authorized official ofthe school, the date of receipt ofthe data should beindicated. Ifthe schoolhas
obtained personal data independently of the data subject, then the data should be stored for a reasonable
period of time.

The European School Admissions and Enrolment Office shallonly require the information (documents)
containingthe student's personal data as specified by thelegislation of Georgia, sothatstudentmay be
registered in the Education Management Information System (emis.ge). It is inadmissible to request the
information not specified by the order of the Minister of Education, Science, Culture and Sport of
Georgia.

The Human Resource Management Service may require the information (documents) containing the
personaldataof Europeanschoolstaffwhicharerequiredtoconcludealabourcontractbetweena
Europeanschoolandanemployee. Thelistofdocumentsisdefined by the Labour Code of Georgiaand
order of the Minister of IDPs from the Occupied Territories, Labour, Health and Social Affairs of
Georgia.

2. Secondprinciple: Restrictionontheprocessingof personal data (" Goal Restriction")

Data may be processed only for specific, clearly defined, and legitimate purposes; The
processing of personal datamust be relevanttothe purposes oftheir processing and limited by
the need to achieve those goals. Personal data should only be processed only when the purpose
of the processing cab not be reasonably achievable in other ways.

Guideline

Further processing of data for the purposes that are incompatible with the original purpose shall be
inadmissible; In orderto determine whether the purpose of further processingis relevant to the original
purpose of collecting personal data, the processor must consider the following, after satisfyingall initial
processing requirements:

- The relationship between the personal data originally obtained and the purpose of further
processing of the data should be defined, especially if it relates to particular categories of data;

- The context of the initial obtaining of personal data should be assessed and a reasonable judgement
should be made asto whether the data subject would give consentto the further processing of the
data;




- Theconsequences offurther processing of personal dataforthe data subject mustbe assessed;

- Availability of appropriate safeguards between initial and subsequent processing operations.

3. Third principle: Data processing must be adequate, relevant and only by volume achievable for the
purpose of processing (" Data Minimization")

Datamay be processed only to the extent necessary for achieving respective legitimate
purpose. Data shall be adequate and proportionate to the purpose for which they are processed;

Guideline

The volume of personal data processing implies only the processing of data required to achieve a
legitimate purpose. Itis inadmissible to process the datairrelevant to the purpose.

4. Fourth principle: Data Validity and Accuracy ("Accuracy")

Data must be valid and accurate and, where necessary, updated. Data which is collected
without legal grounds and irrelevant to processing purposes, shall be blocked, deleted, or
destroyed;

Guideline
Authorized persons should ensure that the data is up-to-date and complete, as incomplete and outdated

information can lead to inaccurate data processing. In some cases, it may be necessary to inform the
data subject that the incompletely processed data has been corrected.

5. Fifth principle: Term of storage of data

Datamay be stored only forthe period and volume whichis necessary forachieving data
processing purposes. After achieving the data processing purposes, the data shall be
interlocked, deleted or destroyed, or stored in a form to exclude a person’s identification,
unless otherwise determined by the Law.

Guideline




The authorized person shall inform the data subject about the term of data storage prescribed by the
legislation of Georgia. Ifthe legislation does not stipulate the term of data storage, then the term of
storage should be strictly minimal. To prevent unauthorized storage of personal data for an extended
period of time, the authorized person should set a deadline after which the data will be deleted or
periodically reviewed.

6. Sixth principle: Data security and confidentiality

Data processing should be done in manner which protects data security from unauthorized
and illegal use.
Guideline
Data security refers to the ability of the network or information system to withstand accidental events,
unlawful and harmful acts that endanger the access, authenticity, integrity or confidentiality of
archived or transmitted data.
- Authorized person shall be obliged to take such organisational and technical measures, which ensure
the protection of data against accidental or unlawful destruction, change, disclosure, access, or any
other form of unlawful use, and accidental or unlawful loss.
- Measures taken for data protection shall be adequate to the risks related to the processing of data.
- Authorised personandany employee of European School, who participatesinthe processing of data,
shallbe obliged notto exceedthe scope of powers granted to him/her. Inaddition, they shall be obliged

to protect data secrecy, even after the termination of the term of his/her office.

- Measures for data protection shall be defined by the legislation of Georgia.

7. Seventh principle: Accountability

The school and persons authorized for data processing are responsible for ensuring that the
school's personal data protection policy complies with applicable Georgian legislation.

Guideline




- Theresponsibilities and functions of the persons authorized to process personal datashallbe
determined by the order of the school principal;

- The school principal approves the plan for implementation of personal data protection policy for
each school year. School teachers, members of Supervisory Board and contractors should receive
appropriate training to understand and implement the requirements of personal data protection
law;

- Theorderofschoolprincipal shalldesignate apersonauthorized bythe European Schooltoprovide
resources and support for meeting the requirements of personal data protection;

- Theorderofschool principal shalldesignate personswhowill supervise the supervision of personal
data protection legislation;

- Theschool principal approves the training plan; Documentation of personal data processing and
personal data protection impactassessment.

4. Special category personal data

The processing of special categories of personal data is associated with a high risk of limiting the data
subject's fundamental rights and freedoms. Special category data shall be processed with the consent of
the data subjectwhen:

a) processing of the data relating to conviction and state of health is necessary, given the labour
obligations and relations, including for making a decision on the employment;

b) data processing is necessary to protect the vital interests of a data subject or a third party and the
data subjectis physically or legally incapable of giving his/her consent to the processing of data;

¢) the dataare processedin orderto protect public health, the health of a natural person by health care
institutions (employees), and if this is necessary for the management or operation of the health care
system;

d) a data subject has made public his/her data without the explicit prohibition of their use;

e) the data is processed in cases provided for by the Law of Georgia on International Protection;

f) the data is processed to operate a unified migration data analytic system;

g) the data is processed for the purpose of realizing the right of education of persons with special
educational needs.

h) Datais processedforthe purpose ofdiscussingtheissuereferredtoin Article 11, paragraph 2 ofthe
Law of Georgia on violence against women and/or elimination of domestic violence, protection and
support of victims of violence.




3. If data processing is carried out under the second paragraph of this article, it shall be prohibited to
make the data public and disclose the data to a third party without the consent of the data subject.

5. Rights of a Data Subject

The data subject has the following rights in relation to processing of his/her data:

1.

The data subject has the right to receive information on data processing which includes:

Data on person authorized by the school on data processing;

Purpose and legal basis for data processing;

Definition of legitimate interest in data processing from school;

Information about the transfer of data to third parties;

Revoking consent given for data processing;

Apply to the State Inspector of Georgia for data processing;

Further information on further use of processed data;

Has the right to request from the school the clarification on the volume of data processing;
Request to update or correct inaccurate or incomplete data;

Rightto delete, destroy data. Thisrightis notabsolute and may be exercised onlyin certain cases;
Request from the school to transfer the transmitted data to other persons;

The data subject has the right to appeal. He /she has the right to appeal to the State Inspector
or the court. A data subject shall have the right to request from the reviewing authority to
block data before taking a decision.

The data subjecthastherighttorequesttermination of data processing. This rightis notabsolute
and only applies in certain cases.

6. Photography and digital images and their publication

Photography and the use of digital devices to record school activities are an integral part of school
community life. While participating in school life, all subjects related to the school may have photo
(analog/digital) andfilm (analog/digital) recording devices. The use of personal datainthese formats
aims to build and communicate with the school community.

Examples of where photography or film can be used:

Recording pictures during employee activities;

Presentation ofimages in study materials or publishedin digital oranalogue formwithinternal
digital sign marking or on message / presentation boards;

To check the schoolstaff;

Recording of school events such as training events, recruitment events, open days and symposia via
the school website or direct digital stream;

10




- Keep up-to-date records of school achievements and public events in the form of digital media
(photography / film) which is stored on the school's website and other social media (Facebook,
Instagram, Twitter, etc.).

The image will appear at all events where digital images are recorded for the purpose of building a
school community. The data subject must assume that all events in the community involve the
recording of digital images.

All school staff should be familiar with the school's child protection policy as a guide when it is
advisable to take digital images of children.

Digital images of children depicting, for example, children's academic performance, sports
achievement, and art achievements and events are defined in accordance with the school's child
protection policy. Where the data subject is named, they have the right to appeal.

7. Social media

Social media (Facebook, Instagram, WhatsApp. LinkedIn, Dropbox and etc) can be used by school staff
in connection with school activities. Personal social media accounts may not be used for school
activities.

The school's public relations manager is responsible for the school's social media communication. In
exceptional cases, if itis necessary to use personal accounts, the school employee must obtain the prior
consent of the public relations manager. If approved, the school's personal data protection policy should
be followed.

8. Useofpersonal mobile phones,tablets, laptops, computers or other mobile devices
Itis forbidden to copy and store personal data collected by the school on personal devices such as
personal cell phones, tablets, laptops, computers or others.
9. Video surveillance in the European school building
Video surveillance is conducted in the European school building (as well as on the outer perimeter of
the building, entrances, corridors, classrooms and work rooms), the yard and playgrounds for sole

purposes of protecting juveniles from harmful impact, juvenile safety and also for exam / testing
purposes.
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Thelocation ofthe video surveillance mustinclude arelevantwarning sign. Inthis case, adata subject
shall be considered to be informed about the processing of his/her data.

Workplace surveillance system may be installed only in exceptional cases, ifitis necessary forhuman
security and property protection, as well as for exam/test purposes and if these purposes may not be
reached by other means.

Video surveillance shall be inadmissible in changing rooms and public places of hygiene.

School Technical Support Center shall be obliged to create afiling system, designated for the storage
of videorecordings. Inadditionto the recordings (images/voice), the system shall contain information
about the date, place, and time of data processing.

Theterm of storage of data obtained under this Rule shall be determined by the legislation of Georgia.

10.Sharing of personal data

Without the legal basis, it is inadmissible to share personal data of school community members with
third parties outside the school. State agencies may be legally empowered to requestfrom school the
personal data of employees. In every such case, the authorized person must check the legality of the
claim.

11. Dataprocessing for directmarketing purposes

Data, obtained from publicly available sources, may be processed for direct marketing purposes.

Regardlessofthe purpose of data collection, thefollowing datamay be processedfordirectmarketing
purposes: a name (names), address, telephone number, e-mail address, fax number.

Any data may be processed for direct marketing purposes on the basis of written consent given by a
data subject as prescribed by legislation of Georgia.

Adatasubjectshall have the righttorequest at any time a data processor to discontinue use of his/her
data for direct marketing purposes.

A data processor shall be obliged to stop the processing of data for direct marketing purposes and/or
shallensure thatan authorised person stops data processing for direct marketing purposes within not
later than 10 working days of receipt of the request from a data subject.

While processing the data for direct marketing purposes, a data processor shall be obliged to notify a
data subject of the right under the article 5 of this policy and shall ensure that the data subject has the
possibilitytorequesttermination of data processingfor directmarketing purposesinthe same manner
as the direct marketing is carried out, and/or to determine available and adequate means to request
termination of data processing for direct marketing purposes.
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12. Personal Data Breach Notification

Inaccordance with this Policy and the Law on Personal Data Protection, inthe event of adata breach,
theschoolshalltake measurestomanagethe breachof personaldataprotection. Wherethereisahigh
risk for a data subject's rights and freedoms, infringement information may be reported to local
authorities and the State Inspector of Personal Data Protection.

Allschoolemployees, contractors and those who process, use, manage personal data, are obligedto
report the date or time of the data breach, and details of the incident to the data protection supervisor
and the school principal.
13. Obligations of European School

If the data are disclosed, a data processor and an authorised person shall be obliged to ensure the
registration of the following information: which data have beendisclosed, towhom, when and onwhat
legal grounds. This information shall be stored together with the data on a data subject, during the
storage period.

14. Final provisions

Changes and additions to this Policy may be made by order of the Director of the European School.
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Appendix 1

Data Protection Statement & Parental Consent Form
(Consentto Processing or Publication of Personally Identifiable Data, Photos and
Video and Sound Recordings of Students)
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SAN SCHOOL

Please read the Parent Information attached prior to completing this form.
1) Publication of personal data

In suitable cases we planto make accessible to broader public information on eventsin the sphere of
our school. This concerns also personal data. We therefore intend to publish text and photo material
generated in particular within the framework of the pedagogic work or school events. What comes
into consideration apart from class pictures is, by way of example, personal information on school
outings, classtrips, schoolexchanges, (sports) competitions, educational projects orthe Open Day.

I'weherebyconsentto publication oftheabove personal dataincluding photo material ofthe person
designated above in the following media: Please tick box!

[] information board in school building

[] annual report/school yearbook

D press (print version)

D World Wide Web (Internet) under school’'s homepage www.europeanschool.ge, Facebook,

Instagram
Please refer to information below!
[ ] photos

[ ]  other personal data (surname, first name, form)
Granting of rights of photos will not be remunerated and shall also cover the right to editing provided
such editing does not entail disfiguring. Class pictures will be included in the annual report only with
alphabetical lists of names; for the rest, photos will remain without name identification.

2) Photographs of Students:
The school maintains a database of photographs of school events held over years. It has become
customary to take photos of students engaged in activities and events in the interest of creating a
pictorial as well as historical record of life at the school. Photographs may be published on our school
website or in brochures, yearbooks, newsletters, local and national newspapers and similar school
related productions. Inthe case of website photographs, studentnameswill notappear onthe website
as a caption to the picture. If you or your child wish to have his/her photograph removed from the
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http://www.europeanschool.ge/

school website, brochure, yearbooks, newsletters etc. at any time, you should write to the school
principal.

If you are happy to have your child’s photograph taken as part of school activities and included in all
such records, Please tick bdx |

If you would prefer not to have your child’s photograph taken and included in such records,
Please tick box[ ]

3) Making of Video Recordings

I/'we hereby consent to the making of video recordings during classes:
Please tick box!

D video recording in sports lessons

[ ] videorecordinginschool events

D sound recording in schoolevents

The recordings will be used only during classes but not for performance ratings of student behavior
and not passed on to third parties.

This consent may be withdrawn anytime for the future. Such withdrawal may refer also only to a part
of the media or the type of data or photos. The withdrawal of consent shall not affect the lawfulness of
processingbasedonconsentbeforeitswithdrawal. Inthe case of printed material, consentshallnotbe
withdrawable once the printing order has been made. In the event of withdrawal, the pertinent data
will in future no longer be used for the purposes mentioned above and erased from the pertinent
Internet offers without delay. If consent is not withdrawn, it shall be valid for the duration of school
attendance with the data being erased upon the end of school attendance. Video recordings will be
erased upon completion of the work assignment but no later than the end of the school year or the end
of the course level or when the above purpose has been reached.

Consentis givenonavoluntary basis. No disadvantages shall accrue fromrefusal to giving your consent
or withdrawing it.

Vis-a-vis the school you have the right of access to your personal data; you moreover have the rightto
rectification, erasure or restriction, and the right to object to processing and a right to data portability.
You moreover have the right to lodge a complaint with the data protection supervisory authority, the
State Inspector of Georgia.

Publication in the Internet / Data Protection Note:

In the event of publication in the Internet, the personally identifiable data (including photos) may be
retrieved and stored anytime and for an unlimited period of time worldwide. Such data may hence

15




alsoberetrieved via so-called search engines. In such an event, it cannot be excluded that other
persons or companies may link the data with other personal data available in the Internet, thereby

producing a personality profile, altering data or using them for other purposes.

Data Protection Policy:

Acopy ofthe full Data Protection Policy is available upon request from the school office. You and your
child should read it carefully. Please sign this document to state that you consent to your data/your
child’s data being collected, processed and used in accordance the school’s Data Protection Policy
during the course of their time as a student in the school.

Student:

[place and date]

and

[parent’s or legal guardian’s signature]

[above age 14: Student’s signature]
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1) Personal Data Processing/Storage

Appendix 2

Personal Data Statement and Employee Consent Form
(ConsenttoProcessingorPublication of Personally Identifiable Data of

Employees)

1.1 The schoolintendsto process/storage following personal data of present and prospective employees,

over the course of recruitment or employment:
1.

o &~ wD

6
7.
8.
9

Biographical Information;
Identification Information;
Education Details;
Contact Information;

Criminal Record Certificate and Health information (e.g. medical certificates submitted to

us);

Photograph;

Bank Account information;

Work Position Information;

Payroll information, including salary.

10. Performance information, including management metrics, appraisals, feedback.
11. Building Access/leave Data.

1.2 The above mentioned personal data may be shared to third parties for school to implementlegal
duties. Employee Data may be transferred to third parties for the following employment purposes:
manage employee benefits, including administering remuneration, insurance, payroll, pensions and
other employee benefits and tax, including disclosure to accountants, hosting mobile service providers,
governmental bodies in cases provided for by law. To facilitate employee’s professional development,
the school may give personal data to group of training provider companies.

1.3 HR may use personal data to contact employee and manage relationship with them, oversee
compliance with policies and applicable law, assess performance, for promotions and appraisals and for

training purposes .To manage recruitment of employees, including legal eligibility for work, hires,
promotion and succession planning.

1.4 Personaldataof presentemployeesisprocessed/storedforthe duration oftheemploymentcontract.

1.5 Personal Data of past employees is processed/stored no longer than necessary for the purpose for
which it was obtained. In any case, no longer than 70 years.
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1.6 Personal Data of potential employees is processed/stored no longer than necessary for the purpose
for which it was obtained. In any case, no longer than 1 year.

1.7 Maintaining the security and integrity of employee personal datais a high priority and we endeavor
to maintain appropriate administrative, technical, personnel and physical measures to safeguard
personal data against loss, theft, and unauthorized uses or modifications. Therefore, hardcopy of
personal datais stored/held in store room and is safeguarded from unauthorized uses. To safeguard data,
school controls access to buildings, rooms, cabinets for 24 hours where data, computers, media or
hardcopy materials are held.

1.8 Personaldatais stored inauthorized person’s computer system, whichislocked with apassword.
Servers are protected by power surge protection systems through line-interactive uninterruptible
power supply (UPS) systems. Users have restricted access to data files. The school ICT controls access
tofiles, foldersorentire harddrivesencryption. Tosafeguard data, schoolcontrolsaccesstobuildings,
rooms, cabinets for 24 hours where data, computers, media or hardcopy materials are held.

2) Personal Data Publication

The school maintains a database of employee photographs. It has become customary to take photos of
employees and publish them on school website in order to promote workplace culture, to convey
employer branding image and give information to potential employees for organizational structure.

Incaseyouconsentto publication of above mentioned personal data, pleasetick acorresponding box:

D If you are happy to have your photograph published on the school website
www.europeanschool.ge, or other socialnetworks

Please tick box!

[[]  Photograph

[ ]  Biographic Information

| hereby consent to the above policy of processing/storage of my personal Data.

Employee:

[place and date]

[Employee’s signature]
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Appendix 3
Procedureforrecording and reporting personal databreach (incident)

Preamble

Thisdocumentisdrawnup basedon Personal DataPolicy ofthe European School. The purpose ofthis
document is to define the procedures for recording violations related to the personal data at the
Europeanschooland response ofthe personresponsible for supervision of personal dataat school.

1. Definition of terms
The terms used in this Rule shall have the same meaning as in the European School Personal Data
Protection Policy and the European School Personal Data Risk Assessment Document.

2. Obligations of school staff

Schoolstaffare obligedtorecordincidents of breachoralleged breach of personal data of data subject
and report to the person conducting supervision of personal data.

Incaseif, thereisahighrisk for adata subject's rights and freedoms, information about personal data
breach should be reported to local authorities and the State Inspector of Personal Data Protection.

The personal data supervisor is responsible for sending the notification.

The incident notification should include details of the incident, the date and time when it was
committed (Appendix - Incident reporting form).

The supervisor is authorized to advise the school staff if necessary.
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Incident reporting form
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